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Summary

CVE CVE-2018-14496

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-10 14:15:00 UTC

Updated 2023-11-07 02:52:00 UTC

Description ** DISPUTED ** Vivotek FD8136 devices allow remote memory corruption and remote code execution because of a stack-based buffer overflow, related to sprintf, vlocal_buff_4326, and set_getparam.cgi. NOTE: The vendor has disputed this as a vulnerability and states that the issue does not cause a web server crash or have any other affect on it's performance.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Vivotek Fd8136 - All All All

Hardware Vivotek Fd8136 - All All All

Operating System Vivotek Fd8136 Firmware 0301a All All All

Operating System Vivotek Fd8136 Firmware 0301a All All All

References

Reference Source Link Tags

Professional IoT Hacking Series: Hunting Remote Memory Corruption - VDA Labs MISC www.vdalabs.com Exploit, Third Party Advisory

Professional IoT Hacking Series: Target Selection & Firmware Analysis - VDA Labs MISC www.vdalabs.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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