CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2018-14553
PUBLIC

cve@mitre.org

MITRE

VE-2018-14

NVD CVE.ORG

CVE Program / NVD first with legacy fallback

2020-02-11 13:15:00 UTC

2023-11-07 02:52:00 UTC

Print: PDF %5

gdimageClone in gd.c in libgd 2.1.0-rc2 through 2.2.5 has a NULL pointer dereference allowing attackers to crash an applic
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Fix potential NULL pointer dereference in gdimageClone() by fcabralpacheco - Pull Request #580 - libgd/libgd - GitHub ~ MISC github.
Bug Access Denied MISC bugzille
[SECURITY] Fedora 32 Update: gd-2.3.0-1.fc32 - package-announce - Fedora Mailing-Lists lists.fec
Fix potential NULL pointer dereference in gdlmageClone() - libgd/libgd@a93eac0 - GitHub MISC github.
[SECURITY] [DLA 2106-1] libgd2 security update MLIST lists.de
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
377382 Alibaba Cloud Linux Security Update for gd (ALINUX3-SA-2022:0054)

500197 Alpine Linux Security Update for gd

503939 Alpine Linux Security Update for gd

6000559 Debian Security Update for libgd2 (DLA 3781-1)

940025 AlmaLinux Security Update for gd (ALSA-2020:4659)

960261 Rocky Linux Security Update for gd (RLSA-2020:4659)
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