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Summary

CVE CVE-2018-14581

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-31 14:29:00 UTC

Updated 2018-10-05 17:28:00 UTC

Description Redgate .NET Reflector before 10.0.7.774 and SmartAssembly before 6.12.5 allow attackers to execute code by decompiling a compiled .NET object (such as a DLL or EXE file) with a specific embedded resource file.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Red-gate .net Reflector All All All All

Application Red-gate .net Reflector All All All All

Application Red-gate Smartassembly All All All All

Application Red-gate Smartassembly All All All All

References

Reference Source Link Tags

www.nccgroup.trust/us/our-research/technical-advisory-code-execution-by-viewing-... MISC www.nccgroup.trust Exploit, Third Party Advisory

SmartAssembly 6.12 release notes - SmartAssembly 6 - Product Documentation CONFIRM documentation.red-gate.com Release Notes, Vendor Advisory

.NET Reflector 10.0 release notes - .Net Reflector 10 - Product Documentation CONFIRM documentation.red-gate.com Release Notes, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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