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CVE CVE-2018-14600
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-24 19:29:00 UTC
Updated 2019-08-06 17:15:00 UTC
Description An issue was discovered in libX11 through 1.6.5. The function XListExtensions in ListExt.c interprets a variable as signed ir

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application X.org Libx11 All All All All

Reference Source Link
oss-security - X.Org security advisory: August 21, 2018 MLIST WWW.Of
[SECURITY] [DLA 1482-1] libx11 security update MLIST lists.del
Bug 1102068 — VUL-0: CVE-2018-14600: libX11,xorg-x11-libX11, xorg-x11: out of boundary write in XListExtensions CONFIRM bugzille
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http://cve.report/software/debian/debian_linux
http://cve.report/vendor/x.org
http://cve.report/software/x.org/libx11
http://www.openwall.com/lists/oss-security/2018/08/21/6
https://lists.debian.org/debian-lts-announce/2018/08/msg00030.html
https://bugzilla.suse.com/show_bug.cgi?id=1102068

X.org libX11 Bugs Let Remote Users Deny Service and Potentially Execute Arbitrary Code - Security Tracker SECTRACK
Malformed Request BID
[ANNOUNCE] libX11 1.6.6 MLIST
xorg/lib/libX11 - libX11 GIT Repository (mirrored from https://gitlab.freedesktop.org/xorg/lib/libx11) CONFIRM
USN-3758-1: libx11 vulnerabilities | Ubuntu security notices UBUNTU
USN-3758-2: libx11 vulnerabilities | Ubuntu security notices UBUNTU
X.Org X11 library: Multiple vulnerabilities (GLSA 201811-01) — Gentoo security GENTOO
Red Hat Customer Portal REDHAT
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1

No vendor comments have been submitted for this CVE.

WWW.SE
WWW.SE
lists.x.c
cgit.free
usn.ubt
usn.ubt
security
access

WWW.C\

nvd.nis

Legacy QID Mappings

377269 Alibaba Cloud Linux Security Update for xorg (ALINUX2-SA-2019:0076)

500336 Alpine Linux Security Update for libx11

504099 Alpine Linux Security Update for libx11

671128 EulerOS Security Update for libX11 (EulerOS-SA-2019-2624)

710312 Gentoo Linux X.Org X11 library Multiple Vulnerabilities (GLSA 201811-01)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://www.securitytracker.com/id/1041543
http://www.securityfocus.com/bid/105177
https://lists.x.org/archives/xorg-announce/2018-August/002916.html
https://cgit.freedesktop.org/xorg/lib/libX11/commit/?id=dbf72805fd9d7b1846fe9a11b46f3994bfc27fea
https://usn.ubuntu.com/3758-1/
https://usn.ubuntu.com/3758-2/
https://security.gentoo.org/glsa/201811-01
https://access.redhat.com/errata/RHSA-2019:2079
https://www.cve.org/CVERecord?id=CVE-2018-14600
https://nvd.nist.gov/vuln/detail/CVE-2018-14600
http://cve.report/qid/377269
http://cve.report/qid/500336
http://cve.report/qid/504099
http://cve.report/qid/671128
http://cve.report/qid/710312
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-14600
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


