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Summary

CVE CVE-2018-14608

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 22:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Thomson Reuters UltraTax CS 2017 on Windows has a password protection option; however, the level of protection might be inconsistent with some customers' expectations because the data is directly accessible in cleartext. Specifically, it stores customer data in unique directories (%install_path%\WinCSI\UT17DATA\client_ID\file_name.XX17) that can be bypassed without authentication by examining the strings of the .XX17 file. The strings stored in the .XX17 file contain each customer's: Full Name, Spouse's Name, Social Security Number, Date of Birth, Occupation, Home Address, Daytime Phone Number, Home Phone Number, Spouse's Address, Spouse's Daytime Phone Number, Spouse's Social Security Number, Spouse's Home Phone Number, Spouse's Occupation, Spouse's Date of Birth, and Spouse's Filing Status.

Risk And Classification

Problem Types: CWE-311

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Thomsonreuters Ultratax Cs 2017 All All All

Application Thomsonreuters Ultratax Cs 2017 All All All

References

Reference Source Link Tags

Corporate Blue - Richey May Technology Solutions MISC corporateblue.com Exploit, Third Party Advisory

UltraTax CS Data Exposure Vulnerability CVE-2018-14608 & CVE-2018-14607 – Mike Wylie MISC www.themikewylie.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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