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Summary

CVE CVE-2018-14619

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-30 12:29:00 UTC

Updated 2023-02-24 18:43:00 UTC

Description A flaw was found in the crypto subsystem of the Linux kernel before version kernel-4.15-rc4. The "null skcipher" was being dropped when each af_alg_ctx was freed instead of when the aead_tfm was freed. This can cause the null skcipher to be freed while it is still in use leading to a local user being able to crash the system or possibly escalate privileges.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 4.15 rc1 All All

Operating System Linux Linux Kernel 4.15 rc2 All All

Operating System Linux Linux Kernel 4.15 rc3 All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 4.15 rc1 All All

Operating System Linux Linux Kernel 4.15 rc2 All All

Operating System Linux Linux Kernel 4.15 rc3 All All

References

Reference Source Link

Security Advisory CONFIRM psirt.global.sonicwall.com

Malformed Request BID www.securityfocus.com

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

1622004 – (CVE-2018-14619) CVE-2018-14619 kernel: crash (possible privesc) in kernel crypto api. CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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