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CVE CVE-2018-14622
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-30 13:29:00 UTC
Updated 2023-11-07 02:52:00 UTC
Description A null-pointer dereference vulnerability was found in libtirpc before version 0.3.3-rc3. The return value of makefd_xprt() was

/ ]
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Risk And Classification

Problem Types: CWE-252

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Libtirpc Project Libtirpc All All All All
Application Libtirpc Project Libtirpc All All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Aus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
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Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Reference Source Link

1620293 — (CVE-2018-14622) CVE-2018-14622 libtirpc: Segmentation fault in makefd_xprt return value in svc_vc.c CONFIRM bugzilla.re

USN-3759-1: libtirpc vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntt

git.linux-nfs.org Git - steved/libtirpc.git/commit CONFIRM  git.linux-nf

Red Hat Customer Portal REDHAT  access.rec

USN-3759-2: libtirpc vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntt

Access Denied CONFIRM  bugzilla.nc

[SECURITY] [DLA 1487-1] libtirpc security update MLIST lists.debial

git.linux-nfs.org Git - steved/libtirpc.git/commit git.linux-nf

CVE Program record CVE.ORG www.cve.c

NVD vulnerability detail NVD nvd.nist.gc
il a0 e O]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670643 EulerOS Security Update for libtirpc (EulerOS-SA-2021-2401)
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