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CVE CVE-2018-14626
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-29 18:29:00 UTC
Updated 2019-10-09 23:35:00 UTC
Description PowerDNS Authoritative Server 4.1.0 up to 4.1.4 inclusive and PowerDNS Recursor 4.0.0 up to 4.1.4 inclusive are vulnerat

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Powerdns Authoritative All All All All

Application Powerdns Recursor All All All All

Reference Source
PowerDNS Security Advisory 2018-06: Packet cache pollution via crafted query — PowerDNS Recursor documentation CONFIR
1649028 — (CVE-2018-14626) CVE-2018-14626 pdns: Packet cache pollution via crafted query CONFIR

PowerDNS Security Advisory 2018-05: Packet cache pollution via crafted query — PowerDNS Authoritative Server documentation  CONFIR
CVE Program record CVE.OR

NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501112 Alpine Linux Security Update for pdns-recursor

501121 Alpine Linux Security Update for pdns
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https://cve.report/CVE-2018-14626/cve_org
https://cve.report/CVE-2018-14626.pdf
http://cve.report/vendor/powerdns
http://cve.report/software/powerdns/authoritative
http://cve.report/vendor/powerdns
http://cve.report/software/powerdns/recursor
https://doc.powerdns.com/recursor/security-advisories/powerdns-advisory-2018-06.html
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2018-14626
https://doc.powerdns.com/authoritative/security-advisories/powerdns-advisory-2018-05.html
https://www.cve.org/CVERecord?id=CVE-2018-14626
https://nvd.nist.gov/vuln/detail/CVE-2018-14626
http://cve.report/qid/501112
http://cve.report/qid/501121

690653 Free Berkeley Sottware Distribution (FreeBSD) Security Update tor powerdns-recursor (eJaaue4c-easb-11e8-abb/-
00e04c1ea73d)
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