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Summary

CVE CVE-2018-14630

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-17 18:29:00 UTC

Updated 2019-10-09 23:35:00 UTC

Description moodle before versions 3.5.2, 3.4.5, 3.3.8, 3.1.14 is vulnerable to an XML import of ddwtos could lead to intentional remote code execution. When importing legacy 'drag and drop into text' (ddwtos) type quiz questions, it was possible to inject and execute PHP code from within the imported questions, either intentionally or by importing questions from an untrusted source.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

Application Moodle Moodle All All All All

References

Reference

Full Disclosure: SEC Consult SA-20180918-0 :: Remote Code Execution via PHP unserialize in Moodle open-source learning platform

1629921 – (CVE-2018-14630) CVE-2018-14630 moodle: Moodle XML import of ddwtos could lead to intentional remote code execution (MSA-18-0017)

Moodle CVE-2018-14630 Remote Code Execution Vulnerability

Remote Code Execution via PHP unserialize in Moodle (CVE-2018-14630) – SEC Consult

Moodle.org: MSA-18-0017: Moodle XML import of ddwtos could lead to intentional remote code execution

Official Moodle git projects - moodle.git/search

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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690570 Free Berkeley Software Distribution (FreeBSD) Security Update for moodle (074cb225-bb2d-11e8-90e1-fcaa147e860e)

997911 PHP (Composer) Security Update for moodle/moodle (GHSA-c3pr-h96w-2jjg)
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