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CVE CVE-2018-14636
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-10 19:29:00 UTC
Updated 2019-10-09 23:35:00 UTC
Description Live-migrated instances are briefly able to inspect traffic for other instances on the same hypervisor. This brief window couls
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openstack Neutron 13.0.0 b1 All All

Application Openstack Neutron 13.0.0 b1 All All

Application Openstack Neutron All All All All

Application Openstack Neutron All All All All

Reference Sou
Bug #1767422 “Neutron agent internal ports remain untagged for s...” : Bugs : neutron cor
Bug #1734320 “Eavesdropping private traffic” : Bugs : neutron cor

1594977 — (CVE-2018-14636) CVE-2018-14636 openstack-neutron: eavesdropping private traffic due to trunk ports after live migration CO!
CVE Program record CVE

NVD vulnerability detail NVL
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

998088 Python (Pip) Security Update for neutron (GHSA-8q95-jj7p-x93x)
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