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Summary

CVE CVE-2018-14661

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-31 20:29:00 UTC

Updated 2023-02-12 23:32:00 UTC

Description It was found that usage of snprintf function in feature/locks translator of glusterfs server 3.8.4, as shipped with Red Hat Gluster Storage, was vulnerable to a format string attack. A remote, authenticated attacker could use this flaw to cause remote denial of service.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Gluster Glusterfs 3.8.4 All All All

Application Gluster Glusterfs 3.8.4 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization Host 4.0 All All All
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GlusterFS: Multiple Vulnerabilities (GLSA 201904-06) — Gentoo security
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Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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