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An issue was discovered in mspack/chmd.c in libmspack before 0.7alpha. There is an off-by-one error in the TOLOWER() r
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References

Reference
Red Hat Customer Portal
USN-3728-1: libmspack vulnerabilities | Ubuntu security notices

USN-3728-2: ClamAV vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

Debian -- Security Information -- DSA-4260-1 libmspack

oss-security - Fw: New cabextract 1.7 and libmspack 0.7 release

USN-3728-3: ClamAV vulnerabilities | Ubuntu security notices
USN-3789-2: ClamAV vulnerabilities | Ubuntu security notices
[SECURITY] [DLA-1460-1] libmspack security update

CVE Program record

NVD vulnerability detail
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Fix off-by-one error in chmd TOLOWER() fallback - kyz/libmspack@4fd9cca - GitHub

cabextract, libmspack: Multiple vulnerabilities (GLSA 201903-20) — Gentoo security

No vendor comments have been submitted for this CVE.

#904800 - libmspack: CVE-2018-14682: Fix off-by-one error in chmd TOLOWER() fallback - Debian Bug report logs
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| Legacy QID Mappings

500098 Alpine Linux Security Update for clamav

501043 Alpine Linux Security Update for libmspack

503818 Alpine Linux Security Update for clamav

710187 Gentoo Linux cabextract, libmspack Multiple vulnerabilities (GLSA 201903-20)
750973 SUSE Enterprise Linux Security Update for libmspack (SUSE-SU-2021:2765-1)
751016 OpenSUSE Security Update for libmspack (openSUSE-SU-2021:2802-1)

751043 OpenSUSE Security Update for libmspack (openSUSE-SU-2021:1200-1)
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