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CVE CVE-2018-14773
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-08-03 17:29:00 UTC
Updated 2021-09-29 16:21:00 UTC

Description An issue was discovered in Hitp Foundation in Symfony 2.7.0 through 2.7.48, 2.8.0 through 2.8.43, 3.3.0 through 3.3.17, 3.
i

/ ]

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Drupal Drupal All All All All
Application Sensiolabs Symfony All All All All
Application Sensiolabs Symfony All All All All
Application Sensiolabs Symfony All All All All
Application Sensiolabs Symfony All All All All
Application Sensiolabs Symfony All All All All
Application Sensiolabs Symfony All All All All
Reference

[SECURITY] [DLA 1707-1] symfony security update
CVE-2018-14773: Remove support for legacy and risky HTTP headers (Symfony Blog)
Symfony CVE-2018-14773 Security Bypass Vulnerability

[HitpFoundation] Remove support for legacy and risky HTTP headers - symfony/symfony@e447e8b - GitHub
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Bugtrag: [SECURITY] [DSA 4441-1] symfony security update

Debian -- Security Information -- DSA-4441-1 symfony

Drupal Access Control Flaw in Symfony HttpFoundation Component Lets Remote Users Bypass Security Restrictions on the Target System -
Drupal Core - 3rd-party libraries -SA-CORE-2018-005 | Drupal.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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