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Summary

CVE CVE-2018-14798

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-01 13:29:00 UTC

Updated 2019-10-09 23:35:00 UTC

Description Fuji Electric FRENIC LOADER v3.3 v7.3.4.1a of FRENIC-Mini (C1), FRENIC-Mini (C2), FRENIC-Eco, FRENIC-Multi, FRENIC-MEGA, FRENIC-Ace. The program does not properly parse FNC files that may allow for information disclosure.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujielectric Frenic-ace - All All All

Hardware Fujielectric Frenic-ace - All All All

Hardware Fujielectric Frenic-eco - All All All

Hardware Fujielectric Frenic-eco - All All All

Hardware Fujielectric Frenic-mega - All All All

Hardware Fujielectric Frenic-mega - All All All

Hardware Fujielectric Frenic-minic1 - All All All

Hardware Fujielectric Frenic-minic2 - All All All

Hardware Fujielectric Frenic-minic1 - All All All

Hardware Fujielectric Frenic-minic1 - All All All

Hardware Fujielectric Frenic-minic2 - All All All

Hardware Fujielectric Frenic-minic2 - All All All

Hardware Fujielectric Frenic-multi - All All All

Hardware Fujielectric Frenic-multi - All All All

Operating System Fujielectric Frenic Loader 3.3 Firmware 7.3.4.1a All All All

Operating System Fujielectric Frenic Loader 3.3 Firmware 7.3.4.1a All All All
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References

Reference Source Link Tags

Fuji Electric FRENIC Devices | ICS-CERT MISC ics-cert.us-cert.gov Mitigation, Third Party Advisory, US Government Resource

105408 BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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