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Summary

CVE CVE-2018-14825

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-24 19:29:00 UTC

Updated 2019-10-09 23:35:00 UTC

Description On Honeywell Mobile Computers (CT60 running Android OS 7.1, CN80 running Android OS 7.1, CT40 running Android OS 7.1, CK75 running Android OS 6.0, CN75 running Android OS 6.0, CN75e running Android OS 6.0, CT50 running Android OS 6.0, D75e running Android OS 6.0, CT50 running Android OS 4.4, D75e running Android OS 4.4, CN51 running Android OS 6.0, EDA50k running Android 4.4, EDA50 running Android OS 7.1, EDA50k running Android OS 7.1, EDA70 running Android OS 7.1, EDA60k running Android OS 7.1, and EDA51 running Android OS 8.1), a skilled attacker with advanced knowledge of the target system could exploit this vulnerability by creating an application that would successfully bind to the service and gain elevated system privileges. This could enable the attacker to obtain access to keystrokes, passwords, personal identifiable information, photos, emails, or business-critical documents.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 4.4 All All All

Operating System Google Android 6.0 All All All

Operating System Google Android 7.1.0 All All All

Operating System Google Android 8.1 All All All

Operating System Google Android 4.4 All All All

Operating System Google Android 6.0 All All All

Operating System Google Android 7.1.0 All All All

Operating System Google Android 8.1 All All All

Hardware Honeywell Ck75 - All All All

Hardware Honeywell Ck75 - All All All

Hardware Honeywell Cn51 - All All All

Hardware Honeywell Cn51 - All All All

Hardware Honeywell Cn75 - All All All

Hardware Honeywell Cn75 - All All All

Hardware Honeywell Cn75e - All All All

Hardware Honeywell Cn75e - All All All

Hardware Honeywell Cn80 - All All All
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Hardware Honeywell Cn80 - All All All

Hardware Honeywell Cn80 - All All All

Hardware Honeywell Ct40 - All All All

Hardware Honeywell Ct40 - All All All

Hardware Honeywell Ct50 - All All All

Hardware Honeywell Ct50 - All All All

Hardware Honeywell Ct60 - All All All

Hardware Honeywell Ct60 - All All All

Hardware Honeywell D75e - All All All

Hardware Honeywell D75e - All All All

Hardware Honeywell Eda50 - All All All

Hardware Honeywell Eda50 - All All All

Hardware Honeywell Eda50k - All All All

Hardware Honeywell Eda50k - All All All

Hardware Honeywell Eda51 - All All All

Hardware Honeywell Eda51 - All All All

Hardware Honeywell Eda60k - All All All

Hardware Honeywell Eda60k - All All All

Hardware Honeywell Eda70 - All All All

Hardware Honeywell Eda70 - All All All
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PEPPERL+FUCHS ecom Mobile devices prone to Android privilege elevation vulnerability — German (Germany) MISC cert.vde.com

PEPPERL+FUCHS CT50-Ex CVE-2016-9345 Local Privilege Escalation Vulnerability BID www.securityfocus.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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