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Summary

CVE CVE-2018-14933

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-04 19:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description upgrade_handle.php on NUUO NVRmini devices allows Remote Command Execution via shell metacharacters in the uploaddir parameter for a writeuploaddir command.

Risk And Classification

EPSS: 0.938740000 probability, percentile 0.998690000 (date 2026-04-02)

CISA KEV: Listed on 2024-12-18; due 2025-01-08; ransomware use Unknown

Problem Types: CWE-78

CISA Known Exploited Vulnerability

Vendor NUUO

Product NVRmini Devices

Name NUUO NVRmini Devices OS Command Injection Vulnerability

Required Action The impacted product is end-of-life (EoL) and/or end-of-service (EoS). Users should discontinue
utilization of the product.

Notes https://nuuo.com/wp-content/uploads/2023/03/NUUO-EOL-letter%EF%BC%BFNVRmini-2-and-
NVRsolo-series.pdf ; https://nvd.nist.gov/vuln/detail/CVE-2018-14933

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nuuo Nvrmini - All All All

Hardware Nuuo Nvrmini - All All All

Operating System Nuuo Nvrmini Firmware 2016 All All All

Operating System Nuuo Nvrmini Firmware 2016 All All All
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NUUO NVRmini - upgrade_handle.php Remote Command Execution (Metasploit) - PHP remote Exploit EXPLOIT-DB www.exploit-db.com

NUUO NVRmini - 'upgrade_handle.php' Remote Command Execution - Hardware webapps Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

CISA Known Exploited Vulnerabilities catalog CISA www.cisa.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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