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Certain versions of Ubuntu Linux from Canonical contain the following
vulnerability:

LibVNC before commit
502821828ed00b4a2c4bef90683d0fd88ce495de contains heap out-of-
bound write vulnerability in server code of file transfer extension that
can result remote code execution

CVSS3 Score: 9.8 - CRITICAL
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CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

KLCERT-18-028: LibVNC Heap Out-of-Bound
Write | Kaspersky Lab ICS CERT

Third Party Advisory

ics-cert.kaspersky.com

text/html

 MISC ics-cert.kaspersky.com/advisories/klcert-
advisories/2018/12/19/klcert-18-028-libvnc-heap-out-of-bound-
write/

CVE-2018-15127 has been assigned by  vulnerability@kaspersky.com to track the vulnerability - currently rated as CRITICAL

severity.
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USN-3877-1: LibVNCServer vulnerabilities |
Ubuntu security notices

Third Party Advisory

usn.ubuntu.com

text/html

 UBUNTU USN-3877-1

USN-4547-1: iTALC vulnerabilities | Ubuntu
security notices | Ubuntu

usn.ubuntu.com

text/html

 UBUNTU USN-4547-1

Red Hat Customer Portal Third Party Advisory

access.redhat.com

text/html

 REDHAT RHSA-2019:0059

[SECURITY] [DLA 1979-1] italc security update lists.debian.org

text/html

 MLIST [debian-lts-announce] 20191030 [SECURITY] [DLA
1979-1] italc security update

USN-4587-1: iTALC vulnerabilities | Ubuntu
security notices | Ubuntu

usn.ubuntu.com

text/html

 UBUNTU USN-4587-1

Debian -- Security Information -- DSA-4383-1
libvncserver

Third Party Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-4383

[SECURITY] [DLA 1617-1] libvncserver security
update

Mailing List

Third Party Advisory

lists.debian.org

text/html

 MLIST [debian-lts-announce] 20181227 [SECURITY] [DLA
1617-1] libvncserver security update

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

377195 Alibaba Cloud Linux Security Update for libvncserver (ALINUX2-SA-2019:0002)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 16.04 All All All

Operating
System

Canonical Ubuntu Linux 18.04 All All All

Operating
System

Canonical Ubuntu Linux 18.10 All All All

Operating
System

Canonical Ubuntu Linux 14.04 All All All

Operating
System

Canonical Ubuntu Linux 16.04 All All All

Operating
System

Canonical Ubuntu Linux 18.04 All All All

Operating
System

Canonical Ubuntu Linux 18.10 All All All

Operating Debian Debian Linux 8.0 All All All
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Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 9.0 All All All

Operating
System

Debian Debian Linux 8.0 All All All

Operating
System

Debian Debian Linux 9.0 All All All

Application Libvnc Project Libvncserver All All All All

Application Libvnc Project Libvncserver All All All All

Operating
System

Redhat Enterprise Linux Desktop 7.0 All All All

Operating
System

Redhat Enterprise Linux Desktop 7.0 All All All

Operating
System

Redhat Enterprise Linux Server 7.0 All All All

Operating
System

Redhat Enterprise Linux Server 7.0 All All All

Operating
System

Redhat Enterprise Linux Server Aus 7.6 All All All

Operating
System

Redhat Enterprise Linux Server Aus 7.6 All All All

Operating
System

Redhat Enterprise Linux Server Eus 7.6 All All All

Operating
System

Redhat Enterprise Linux Server Eus 7.6 All All All

Operating
System

Redhat Enterprise Linux Server Tus 7.6 All All All

Operating
System

Redhat Enterprise Linux Server Tus 7.6 All All All

Operating
System

Redhat Enterprise Linux Workstation 7.0 All All All

Operating
System

Redhat Enterprise Linux Workstation 7.0 All All All
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No vendor comments have been submitted for this CVE
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