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CVE CVE-2018-15173
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Published 2018-08-08 00:29:00 UTC
Updated 2020-08-27 11:15:00 UTC
Description Nmap through 7.70, when the -sV option is used, allows remote attackers to cause a denial of service (stack consumption ¢
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Type Vendor Product Version Update Edition Language

Application Nmap Nmap All All All All

References

1]

Reference Source Link
[security-announce] openSUSE-SU-2019:1462-1: moderate: Security update f SUSE lists.opensuse.org
code16: Crashing nmap 7.70 MISC code610.blogspot.com
code16: Crashing nmap 7.60 MISC code610.blogspot.com
[security-announce] openSUSE-SU-2019:2198-1: important: Security update SUSE lists.opensuse.org

CVE-2018-15173 Nmap Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

[security-announce] openSUSE-SU-2019:2200-1: important: Security update SUSE lists.opensuse.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

Tags

Exploit, Third Pa

Exploit, Third Pa

canonical

canonical, analy:
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

356600 Amazon Linux Security Advisory for nmap : ALAS2-2023-2333
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http://code610.blogspot.com/2018/07/crashing-nmap-760.html
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00073.html
https://security.netapp.com/advisory/ntap-20200827-0004/
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00075.html
https://www.cve.org/CVERecord?id=CVE-2018-15173
https://nvd.nist.gov/vuln/detail/CVE-2018-15173
http://cve.report/qid/356600

500431 Alpine Linux Security Update for nmap

504194 Alpine Linux Security Update for nmap
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