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Summary

CVE CVE-2018-15327

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-31 14:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description In BIG-IP 14.0.0-14.0.0.2 or 13.0.0-13.1.1.1 or Enterprise Manager 3.1.1, when authenticated administrative users run commands in the Traffic Management User Interface (TMUI), also referred to as the BIG-IP Configuration utility, restrictions on allowed commands may not be enforced.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Advanced Firewall Manager All All All All

Application F5 Big-ip Advanced Firewall Manager All All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Application Acceleration Manager All All All All

Application F5 Big-ip Application Acceleration Manager All All All All

Application F5 Big-ip Domain Name System All All All All

Application F5 Big-ip Domain Name System All All All All

Application F5 Big-ip Edge Gateway All All All All

Application F5 Big-ip Edge Gateway All All All All

Application F5 Big-ip Fraud Protection Service All All All All

Application F5 Big-ip Fraud Protection Service All All All All

Application F5 Big-ip Global Traffic Manager All All All All

Application F5 Big-ip Global Traffic Manager All All All All

Application F5 Big-ip Link Controller All All All All
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Application F5 Big-ip Link Controller All All All All

Application F5 Big-ip Link Controller All All All All

Application F5 Big-ip Local Traffic Manager All All All All

Application F5 Big-ip Local Traffic Manager All All All All

Application F5 Big-ip Policy Enforcement Manager All All All All

Application F5 Big-ip Policy Enforcement Manager All All All All

Application F5 Big-ip Protocol Security Module All All All All

Application F5 Big-ip Protocol Security Module All All All All

Application F5 Big-ip Webaccelerator All All All All

Application F5 Big-ip Webaccelerator All All All All

Application F5 Enterprise Manager 3.1.1 All All All

Application F5 Enterprise Manager 3.1.1 All All All

References

Reference Source Link Tags

support.f5.com/csp/article/K20222812 CONFIRM support.f5.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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