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Summary

CVE CVE-2018-15328

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-12 14:29:00 UTC

Updated 2019-01-09 20:49:00 UTC

Description On BIG-IP 14.0.x, 13.x, 12.x, and 11.x, Enterprise Manager 3.1.1, BIG-IQ 6.x, 5.x, and 4.x, and iWorkflow 2.x, the passphrases for SNMPv3 users and trap destinations that are used for authentication and privacy are not handled by the BIG-IP system Secure Vault feature; they are written in the clear to the various configuration files.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager 14.0.0 All All All

Application F5 Big-ip Access Policy Manager 14.0.0 All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Access Policy Manager All All All All

Application F5 Big-ip Advanced Firewall Manager 14.0.0 All All All

Application F5 Big-ip Advanced Firewall Manager 14.0.0 All All All

Application F5 Big-ip Advanced Firewall Manager All All All All

Application F5 Big-ip Advanced Firewall Manager All All All All

Application F5 Big-ip Advanced Firewall Manager All All All All

Application F5 Big-ip Analytics 14.0.0 All All All

Application F5 Big-ip Analytics 14.0.0 All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Analytics All All All All

Application F5 Big-ip Application Acceleration Manager 14.0.0 All All All

Application F5 Big-ip Application Acceleration Manager 14.0.0 All All All
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Application F5 Big-ip Application Acceleration Manager 14.0.0 All All All

Application F5 Big-ip Application Acceleration Manager All All All All

Application F5 Big-ip Application Acceleration Manager All All All All

Application F5 Big-ip Application Acceleration Manager All All All All

Application F5 Big-ip Application Security Manager 14.0.0 All All All

Application F5 Big-ip Application Security Manager 14.0.0 All All All

Application F5 Big-ip Application Security Manager All All All All

Application F5 Big-ip Application Security Manager All All All All

Application F5 Big-ip Application Security Manager All All All All

Application F5 Big-ip Domain Name System 14.0.0 All All All

Application F5 Big-ip Domain Name System 14.0.0 All All All

Application F5 Big-ip Domain Name System All All All All

Application F5 Big-ip Domain Name System All All All All

Application F5 Big-ip Domain Name System All All All All

Application F5 Big-ip Edge Gateway 14.0.0 All All All

Application F5 Big-ip Edge Gateway 14.0.0 All All All

Application F5 Big-ip Edge Gateway All All All All

Application F5 Big-ip Edge Gateway All All All All

Application F5 Big-ip Edge Gateway All All All All

Application F5 Big-ip Fraud Protection Service 14.0.0 All All All

Application F5 Big-ip Fraud Protection Service 14.0.0 All All All

Application F5 Big-ip Fraud Protection Service All All All All

Application F5 Big-ip Fraud Protection Service All All All All

Application F5 Big-ip Fraud Protection Service All All All All

Application F5 Big-ip Global Traffic Manager 14.0.0 All All All

Application F5 Big-ip Global Traffic Manager 14.0.0 All All All

Application F5 Big-ip Global Traffic Manager All All All All

Application F5 Big-ip Global Traffic Manager All All All All

Application F5 Big-ip Global Traffic Manager All All All All

Application F5 Big-ip Link Controller 14.0.0 All All All

Application F5 Big-ip Link Controller 14.0.0 All All All

Application F5 Big-ip Link Controller All All All All

Application F5 Big-ip Link Controller All All All All

Application F5 Big-ip Link Controller All All All All

Application F5 Big-ip Local Traffic Manager 14.0.0 All All All

Application F5 Big-ip Local Traffic Manager 14.0.0 All All All
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Application F5 Big-ip Local Traffic Manager All All All All

Application F5 Big-ip Local Traffic Manager All All All All

Application F5 Big-ip Local Traffic Manager All All All All

Application F5 Big-ip Policy Enforcement Manager 14.0.0 All All All

Application F5 Big-ip Policy Enforcement Manager 14.0.0 All All All

Application F5 Big-ip Policy Enforcement Manager All All All All

Application F5 Big-ip Policy Enforcement Manager All All All All

Application F5 Big-ip Policy Enforcement Manager All All All All

Application F5 Big-ip Webaccelerator 14.0.0 All All All

Application F5 Big-ip Webaccelerator 14.0.0 All All All

Application F5 Big-ip Webaccelerator All All All All

Application F5 Big-ip Webaccelerator All All All All

Application F5 Big-ip Webaccelerator All All All All

Application F5 Big-iq Centralized Management 4.6.0 All All All

Application F5 Big-iq Centralized Management 4.6.0 All All All

Application F5 Big-iq Centralized Management All All All All

Application F5 Big-iq Centralized Management All All All All

Application F5 Enterprise Manager 3.1.1 All All All

Application F5 Enterprise Manager 3.1.1 All All All

Application F5 Iworkflow All All All All

References

Reference Source Link Tags

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

support.f5.com/csp/article/K42027747 CONFIRM support.f5.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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378016 F5 BIG-IP Simple Network Management Protocol (SNMP) Vulnerability (K42027747)

http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_local_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_local_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_local_traffic_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_policy_enforcement_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_policy_enforcement_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_policy_enforcement_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_policy_enforcement_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_policy_enforcement_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_webaccelerator
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_webaccelerator
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_webaccelerator
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_webaccelerator
http://cve.report/vendor/f5
http://cve.report/software/f5/big-ip_webaccelerator
http://cve.report/vendor/f5
http://cve.report/software/f5/big-iq_centralized_management
http://cve.report/vendor/f5
http://cve.report/software/f5/big-iq_centralized_management
http://cve.report/vendor/f5
http://cve.report/software/f5/big-iq_centralized_management
http://cve.report/vendor/f5
http://cve.report/software/f5/big-iq_centralized_management
http://cve.report/vendor/f5
http://cve.report/software/f5/enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/enterprise_manager
http://cve.report/vendor/f5
http://cve.report/software/f5/iworkflow
http://www.securityfocus.com/bid/106258
https://support.f5.com/csp/article/K42027747
https://www.cve.org/CVERecord?id=CVE-2018-15328
https://nvd.nist.gov/vuln/detail/CVE-2018-15328
http://cve.report/qid/378016
https://cve.report/


consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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