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Summary

CVE CVE-2018-15379

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-05 14:29:00 UTC

Updated 2019-10-09 23:35:00 UTC

Description A vulnerability in which the HTTP web server for Cisco Prime Infrastructure (PI) has unrestricted directory permissions could allow an unauthenticated, remote attacker to upload an arbitrary file. This file could allow the attacker to execute commands at the privilege level of the user prime. This user does not have administrative or root privileges. The vulnerability is due to an incorrect permission setting for important system directories. An attacker could exploit this vulnerability by uploading a malicious file by using TFTP, which can be accessed via the web-interface GUI. A successful exploit could allow the attacker to run commands on the targeted application without authentication.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Prime Infrastructure 3.2 All All All

Application Cisco Prime Infrastructure 3.2 fips All All

Application Cisco Prime Infrastructure 3.2(0.0) All All All

Application Cisco Prime Infrastructure 3.2(1.0) All All All

Application Cisco Prime Infrastructure 3.2(2.0) All All All

Application Cisco Prime Infrastructure 3.2\(0.0\) All All All

Application Cisco Prime Infrastructure 3.2\(1.0\) All All All

Application Cisco Prime Infrastructure 3.2\(2.0\) All All All

Application Cisco Prime Infrastructure 3.3 All All All

Application Cisco Prime Infrastructure 3.3(0.0) All All All

Application Cisco Prime Infrastructure 3.3\(0.0\) All All All

Application Cisco Prime Infrastructure 3.4 All All All

Application Cisco Prime Infrastructure 3.4(0.0) All All All

Application Cisco Prime Infrastructure 3.4\(0.0\) All All All

Application Cisco Prime Infrastructure 3.5(0.0) All All All

Application Cisco Prime Infrastructure 3.5\(0.0\) All All All

Application Cisco Prime Infrastructure 3.2 All All All
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Application Cisco Prime Infrastructure 3.2 All All All

Application Cisco Prime Infrastructure 3.2 fips All All

Application Cisco Prime Infrastructure 3.2\(0.0\) All All All

Application Cisco Prime Infrastructure 3.2\(1.0\) All All All

Application Cisco Prime Infrastructure 3.2\(2.0\) All All All

Application Cisco Prime Infrastructure 3.3 All All All

Application Cisco Prime Infrastructure 3.3\(0.0\) All All All

Application Cisco Prime Infrastructure 3.4 All All All

Application Cisco Prime Infrastructure 3.4\(0.0\) All All All

Application Cisco Prime Infrastructure 3.5\(0.0\) All All All

References

Reference Source

Cisco Prime Infrastructure CVE-2018-15379 Arbitrary File Upload Vulnerability BID

Cisco Prime Infrastructure Arbitrary File Upload and Command Execution Vulnerability CISCO

Cisco Prime Infrastructure HTTP Server Bug Lets Remote Users Execute Arbitrary Code on the Target System - SecurityTracker SECTRACK

Cisco Prime Infrastructure - (Unauthenticated) Remote Code Execution - Multiple remote Exploit EXPLOIT-DB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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