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CVE CVE-2018-15442
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-24 19:29:00 UTC
Updated 2019-10-09 23:35:00 UTC
Description A vulnerability in the update service of Cisco Webex Meetings Desktop App for Windows could allow an authenticated, loca
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/ |

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Webex Meetings Desktop All All All All

Application Cisco Webex Meetings Desktop All All All All

Application Cisco Webex Productivity Tools All All All All

Application Cisco Webex Productivity Tools All All All All

Reference Source L
Cisco Webex Meetings Desktop App CVE-2018-15442 Local Command Injection Vulnerability BID W
Cisco WebEx Meetings File Processing Flaw Lets Remote Authenticated Users Execute Arbitrary Code - SecurityTracker SECTRACK — w
WebExec - (Authenticated) User Code Execution (Metasploit) - Windows remote Exploit EXPLOIT-DB w
Cisco Webex Meetings Desktop App Update Service Command Injection Vulnerability CISCO tc
WebEXx - Local Service Permissions Exploit (Metasploit) - Windows local Exploit EXPLOIT-DB w
CVE Program record CVE.ORG W
NVD vulnerability detail NVD n
a S

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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