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Summary

CVE CVE-2018-15456

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-10 18:29:00 UTC

Updated 2019-10-09 23:35:00 UTC

Description A vulnerability in the Admin Portal of Cisco Identity Services Engine (ISE) could allow an authenticated, remote attacker to view saved passwords in plain text. The vulnerability is due to the incorrect inclusion of saved passwords when loading configuration pages in the Admin Portal. An attacker with read or write access to the Admin Portal could exploit this vulnerability by browsing to a page that contains sensitive data. An exploit could allow the attacker to recover passwords for unauthorized use and expose those accounts to further attack.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Identity Services Engine 2.2(0.470) All All All

Application Cisco Identity Services Engine 2.2\(0.470\) All All All

Application Cisco Identity Services Engine 2.3(0.298) All All All

Application Cisco Identity Services Engine 2.3\(0.298\) All All All

Application Cisco Identity Services Engine 2.4(0.357) All All All

Application Cisco Identity Services Engine 2.4(100.159) All All All

Application Cisco Identity Services Engine 2.4\(0.357\) All All All

Application Cisco Identity Services Engine 2.4\(100.159\) All All All

Application Cisco Identity Services Engine 2.2\(0.470\) All All All

Application Cisco Identity Services Engine 2.3\(0.298\) All All All

Application Cisco Identity Services Engine 2.4\(0.357\) All All All

Application Cisco Identity Services Engine 2.4\(100.159\) All All All

References
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Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

Cisco Identity Services Engine Password Recovery Vulnerability CISCO tools.cisco.com Vendor Advisory
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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