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Certain LG devices based on Android 6.0 through 8.1 have incorrect access control for MLT application intents. The LG ID

] 1|

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Google Android 6.0 All All All
Google Android 6.0.1 All All All
Google Android 7.0 All All All
Google Android 7.1 All All All
Google Android 7.2 All All All
Google Android 8.0 All All All
Google Android 8.1 All All All
Google Android 6.0 All All All
Google Android 6.0.1 All All All
Google Android 7.0 All All All
Google Android 7.1 All All All
Google Android 7.2 All All All
Google Android 8.0 All All All
Google Android 8.1 All All All
Lg G5 - All All All
Lg G5 - All All All

La G6 - All All All
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Hardware Lg G6 - All All All
Hardware Lg G6 - All All All
Hardware Lg G6 - All All All
Hardware Lg G6 - All All All
Hardware Lg Q6 - All All All
Hardware Lg Q6 - All All All
Hardware Lg Q8 - All All All
Hardware Lg Q8 - All All All
Hardware Lg V10 - All All All
Hardware Lg V10 - All All All
Hardware Lg V20 - All All All
Hardware Lg V20 - All All All
Hardware Lg V30 - All All All
Hardware Lg V30 - All All All
Hardware Lg V30 - All All All
Hardware Lg V30s Thing - All All All
Hardware Lg V30s Thing - All All All
Hardware Lg V30 - All All All
Hardware Lg V30 - All All All
Hardware Lg X300 - All All All
Hardware Lg X300 - All All All
Hardware Lg X400 - All All All
Hardware Lg X400 - All All All
Hardware Lg X500 - All All All
Hardware Lg X500 - All All All
Hardware Lg X Cam - All All All
Hardware Lg X Cam - All All All
Reference

LGE Security updates
Kryptowire Provides Details on DEFCON 2018 Presentation: Vulnerable Out of the Box - An Evaluation of Android Carrier Devices - Kryptowir
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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