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Summary

CVE CVE-2018-15505

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-18 03:29:00 UTC

Updated 2023-06-22 19:49:00 UTC

Description An issue was discovered in Embedthis GoAhead before 4.0.1 and Appweb before 7.0.2. An HTTP POST request with a specially crafted "Host" header field may cause a NULL pointer dereference and thus cause a denial of service, as demonstrated by the lack of a trailing ']' character in an IPv6 address.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Embedthis Appweb All All All All

Application Embedthis Appweb All All All All

Application Embedthis Goahead All All All All

Application Embedthis Goahead All All All All

Operating System Juniper Junos 12.3 - All All

Operating System Juniper Junos 12.3 r1 All All

Operating System Juniper Junos 12.3 r10 All All

Operating System Juniper Junos 12.3 r10-s1 All All

Operating System Juniper Junos 12.3 r10-s2 All All

Operating System Juniper Junos 12.3 r11 All All

Operating System Juniper Junos 12.3 r12 All All

Operating System Juniper Junos 12.3 r12-s1 All All

Operating System Juniper Junos 12.3 r12-s10 All All

Operating System Juniper Junos 12.3 r12-s11 All All

Operating System Juniper Junos 12.3 r12-s12 All All

Operating System Juniper Junos 12.3 r12-s13 All All

Operating System Juniper Junos 12.3 r12-s20 All All
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Operating System Juniper Junos 12.3 r12-s20 All All

Operating System Juniper Junos 12.3 r12-s3 All All

Operating System Juniper Junos 12.3 r12-s4 All All

Operating System Juniper Junos 12.3 r12-s6 All All

Operating System Juniper Junos 12.3 r12-s8 All All

Operating System Juniper Junos 12.3x48 - All All

Operating System Juniper Junos 12.3x48 d10 All All

Operating System Juniper Junos 12.3x48 d15 All All

Operating System Juniper Junos 12.3x48 d20 All All

Operating System Juniper Junos 12.3x48 d25 All All

Operating System Juniper Junos 12.3x48 d30 All All

Operating System Juniper Junos 12.3x48 d35 All All

Operating System Juniper Junos 12.3x48 d40 All All

Operating System Juniper Junos 12.3x48 d45 All All

Operating System Juniper Junos 12.3x48 d50 All All

Operating System Juniper Junos 12.3x48 d51 All All

Operating System Juniper Junos 12.3x48 d55 All All

Operating System Juniper Junos 12.3x48 d60 All All

Operating System Juniper Junos 12.3x48 d65 All All

Operating System Juniper Junos 12.3x48 d66 All All

Operating System Juniper Junos 12.3x48 d70 All All

Operating System Juniper Junos 12.3x48 d75 All All

Operating System Juniper Junos 15.1 - All All

Operating System Juniper Junos 15.1 a1 All All

Operating System Juniper Junos 15.1 f All All

Operating System Juniper Junos 15.1 f1 All All

Operating System Juniper Junos 15.1 f2 All All

Operating System Juniper Junos 15.1 f2-s1 All All

Operating System Juniper Junos 15.1 f2-s2 All All

Operating System Juniper Junos 15.1 f2-s3 All All

Operating System Juniper Junos 15.1 f2-s4 All All

Operating System Juniper Junos 15.1 f3 All All

Operating System Juniper Junos 15.1 f4 All All

Operating System Juniper Junos 15.1 f5 All All

Operating System Juniper Junos 15.1 f5-s7 All All

Operating System Juniper Junos 15.1 f6 All All
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Operating System Juniper Junos 15.1 f6-s1 All All

Operating System Juniper Junos 15.1 f6-s10 All All

Operating System Juniper Junos 15.1 f6-s12 All All

Operating System Juniper Junos 15.1 f6-s2 All All

Operating System Juniper Junos 15.1 f6-s3 All All

Operating System Juniper Junos 15.1 f6-s4 All All

Operating System Juniper Junos 15.1 f6-s5 All All

Operating System Juniper Junos 15.1 f6-s6 All All

Operating System Juniper Junos 15.1 f6-s7 All All

Operating System Juniper Junos 15.1 f6-s8 All All

Operating System Juniper Junos 15.1 f6-s9 All All

Operating System Juniper Junos 15.1 r7 All All

Operating System Juniper Junos 15.1 r7-s1 All All

Operating System Juniper Junos 15.1 r7-s10 All All

Operating System Juniper Junos 15.1 r7-s11 All All

Operating System Juniper Junos 15.1 r7-s12 All All

Operating System Juniper Junos 15.1 r7-s2 All All

Operating System Juniper Junos 15.1 r7-s3 All All

Operating System Juniper Junos 15.1x49 - All All

Operating System Juniper Junos 15.1x49 d10 All All

Operating System Juniper Junos 15.1x49 d100 All All

Operating System Juniper Junos 15.1x49 d110 All All

Operating System Juniper Junos 15.1x49 d120 All All

Operating System Juniper Junos 15.1x49 d130 All All

Operating System Juniper Junos 15.1x49 d131 All All

Operating System Juniper Junos 15.1x49 d140 All All

Operating System Juniper Junos 15.1x49 d15 All All

Operating System Juniper Junos 15.1x49 d150 All All

Operating System Juniper Junos 15.1x49 d160 All All

Operating System Juniper Junos 15.1x53 All All All

Operating System Juniper Junos 15.1x53 - All All

Operating System Juniper Junos 15.1x53 d10 All All

Operating System Juniper Junos 15.1x53 d20 All All

Operating System Juniper Junos 15.1x53 d21 All All

Operating System Juniper Junos 15.1x53 d210 All All

Operating System Juniper Junos 15.1x53 d230 All All
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Operating System Juniper Junos 15.1x53 d230 All All

Operating System Juniper Junos 15.1x53 d231 All All

Operating System Juniper Junos 15.1x53 d232 All All

Operating System Juniper Junos 15.1x53 d233 All All

Operating System Juniper Junos 15.1x53 d234 All All

Operating System Juniper Junos 15.1x53 d235 All All

Operating System Juniper Junos 15.1x53 d236 All All

Operating System Juniper Junos 15.1x53 d237 All All

Operating System Juniper Junos 15.1x53 d25 All All

Operating System Juniper Junos 15.1x53 d30 All All

Operating System Juniper Junos 15.1x53 d31 All All

Operating System Juniper Junos 15.1x53 d32 All All

Operating System Juniper Junos 15.1x53 d33 All All

Operating System Juniper Junos 15.1x53 d34 All All

Operating System Juniper Junos 15.1x53 d40 All All

Operating System Juniper Junos 15.1x53 d45 All All

Operating System Juniper Junos 15.1x53 d47 All All

Operating System Juniper Junos 15.1x53 d470 All All

Operating System Juniper Junos 15.1x53 d471 All All

Operating System Juniper Junos 15.1x53 d48 All All

Operating System Juniper Junos 15.1x53 d490 All All

Operating System Juniper Junos 15.1x53 d495 All All

Operating System Juniper Junos 15.1x53 d50 All All

Operating System Juniper Junos 15.1x53 d51 All All

Operating System Juniper Junos 15.1x53 d52 All All

Operating System Juniper Junos 15.1x53 d55 All All
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Operating System Juniper Junos 15.1x53 d62 All All

Operating System Juniper Junos 15.1x53 d63 All All

Operating System Juniper Junos 15.1x53 d64 All All

Operating System Juniper Junos 15.1x53 d65 All All
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Operating System Juniper Junos 15.1x53 d66 All All

Operating System Juniper Junos 15.1x53 d67 All All

Operating System Juniper Junos 15.1x53 d68 All All

Operating System Juniper Junos 15.1x53 d69 All All

Operating System Juniper Junos 15.1x53 d70 All All

Operating System Juniper Junos 16.1 - All All

Operating System Juniper Junos 16.1 r All All

Operating System Juniper Junos 16.1 r1 All All

Operating System Juniper Junos 16.1 r2 All All

Operating System Juniper Junos 16.1 r3 All All

Operating System Juniper Junos 16.1 r3-s10 All All

Operating System Juniper Junos 16.1 r3-s11 All All

Operating System Juniper Junos 16.1 r3-s8 All All

Operating System Juniper Junos 16.1 r4 All All

Operating System Juniper Junos 16.1 r4-s12 All All

Operating System Juniper Junos 16.1 r4-s2 All All

Operating System Juniper Junos 16.1 r4-s3 All All

Operating System Juniper Junos 16.1 r4-s4 All All

Operating System Juniper Junos 16.1 r4-s6 All All

Operating System Juniper Junos 16.1 r4-s8 All All

Operating System Juniper Junos 16.1 r4-s9 All All

Operating System Juniper Junos 16.1 r7 All All

Operating System Juniper Junos 16.1 r7-s2 All All

Operating System Juniper Junos 16.1 r7-s3 All All

Operating System Juniper Junos 16.1 r7-s4 All All

Operating System Juniper Junos 16.2 - All All

Operating System Juniper Junos 16.2 r1 All All

Operating System Juniper Junos 16.2 r1-s6 All All

Operating System Juniper Junos 16.2 r2 All All

Operating System Juniper Junos 16.2 r2-s1 All All

Operating System Juniper Junos 16.2 r2-s2 All All

Operating System Juniper Junos 16.2 r2-s5 All All

Operating System Juniper Junos 16.2 r2-s6 All All

Operating System Juniper Junos 16.2 r2-s7 All All

Operating System Juniper Junos 16.2 r2-s8 All All
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Operating System Juniper Junos 16.2 r2-s9 All All

Operating System Juniper Junos 17.1 - All All

Operating System Juniper Junos 17.1 r1 All All

Operating System Juniper Junos 17.1 r1-s7 All All

Operating System Juniper Junos 17.1 r2 All All

Operating System Juniper Junos 17.1 r2-s1 All All

Operating System Juniper Junos 17.1 r2-s10 All All

Operating System Juniper Junos 17.1 r2-s11 All All

Operating System Juniper Junos 17.1 r2-s2 All All

Operating System Juniper Junos 17.1 r2-s3 All All

Operating System Juniper Junos 17.1 r2-s4 All All

Operating System Juniper Junos 17.1 r2-s5 All All

Operating System Juniper Junos 17.1 r2-s6 All All

Operating System Juniper Junos 17.1 r2-s7 All All

Operating System Juniper Junos 17.1 r2-s8 All All

Operating System Juniper Junos 17.1 r2-s9 All All

Operating System Juniper Junos 17.2 - All All

Operating System Juniper Junos 17.2 r1 All All

Operating System Juniper Junos 17.2 r1-s1 All All
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Reference Source Link Tags

github.com/embedthis/goahead/issues/264 MISC github.com Exploit, Patch, Third Party Advisory

github.com/embedthis/appweb/issues/605 MISC github.com Exploit, Patch, Third Party Advisory

github.com/embedthis/appweb/commit/16e6979c82297d5fc4f8661e7ada975f51e4dfa9 MISC github.com Patch, Third Party Advisory

CEC Juniper Community MISC supportportal.juniper.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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