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Summary

CVE CVE-2018-15591

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-15 16:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in Ivanti Workspace Control before 10.3.10.0 and RES One Workspace. A local authenticated user can bypass Application Whitelisting restrictions to execute arbitrary code by leveraging multiple unspecified attack vectors.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ivanti Workspace Control All All All All

Application Ivanti Workspace Control All All All All

References

Reference Source Link

Full Disclosure: Ivanti Workspace Control Application Whitelist bypass via PowerGrid /SEE command line argument FULLDISC seclists.org

community.ivanti.com/docs/DOC-69684 CONFIRM community.ivanti.com

Ivanti Workspace Control Application PowerGrid SEE Whitelist Bypass ≈ Packet Storm MISC packetstormsecurity.com

Ivanti Workspace Control Application Whitelist bypass via PowerGrid /SEE command line argument MISC www.securify.nl

Bugtraq: Ivanti Workspace Control Application Whitelist bypass via PowerGrid /SEE command line argument BUGTRAQ seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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