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Summary

CVE CVE-2018-15716

State PUBLIC

Assigner vulnreport@tenable.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-30 20:29:00 UTC

Updated 2019-10-09 23:35:00 UTC

Description NUUO NVRMini2 version 3.9.1 is vulnerable to authenticated remote command injection. An attacker can send crafted requests to upgrade_handle.php to execute OS commands as root.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nuuo Ne-2020 - All All All

Hardware Nuuo Ne-2020 - All All All

Hardware Nuuo Ne-2040 - All All All

Hardware Nuuo Ne-2040 - All All All

Hardware Nuuo Ne-4080 - All All All

Hardware Nuuo Ne-4080 - All All All

Hardware Nuuo Ne-4160 - All All All

Hardware Nuuo Ne-4160 - All All All

Operating System Nuuo Nvrmini2 Firmware 3.9.1 All All All

Operating System Nuuo Nvrmini2 Firmware 3.9.1 All All All

References

Reference Source Link

poc/nuuo/nvrmini2/cve_2018_15716 at master · tenable/poc · GitHub MISC github.com

NUUO NVRmini Products CVE-2018-15716 Incomplete Fix Remote Command Injection Vulnerability BID www.securityfocus.com

NUUO NVRMini2 3.9.1 - (Authenticated) Command Injection - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com

[R1] NUUO NVRMini2 Authenticated Command Injection - Research Advisory | Tenable® MISC www.tenable.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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