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Summary

CVE CVE-2018-15750

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-24 22:29:00 UTC

Updated 2020-08-20 01:17:00 UTC

Description Directory Traversal vulnerability in salt-api in SaltStack Salt before 2017.7.8 and 2018.3.x before 2018.3.3 allows remote attackers to determine which files exist on the server.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Saltstack Salt All All All All

Application Saltstack Salt All All All All

References

Reference Source Link Tags

Google Groups MLIST groups.google.com Release Notes, Third Party Advisory

USN-4459-1: Salt vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] [DLA 2294-1] salt security update MLIST lists.debian.org

Salt 2018.3.3 Release Notes CONFIRM docs.saltstack.com Release Notes, Vendor Advisory

Google Groups MLIST groups.google.com Release Notes, Third Party Advisory

Salt 2017.7.8 Release Notes CONFIRM docs.saltstack.com Release Notes, Vendor Advisory

[security-announce] openSUSE-SU-2020:1074-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2018-15750.pdf
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http://cve.report/software/saltstack/salt
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http://cve.report/software/saltstack/salt
https://groups.google.com/d/msg/salt-users/L9xqcJ0UXxs/qgDj42obBQAJ
https://usn.ubuntu.com/4459-1/
https://lists.debian.org/debian-lts-announce/2020/07/msg00024.html
https://docs.saltstack.com/en/latest/topics/releases/2018.3.3.html
https://groups.google.com/d/msg/salt-users/dimVF7rpphY/jn3Xv3MbBQAJ
https://docs.saltstack.com/en/2017.7/topics/releases/2017.7.8.html
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00070.html
https://www.cve.org/CVERecord?id=CVE-2018-15750
https://nvd.nist.gov/vuln/detail/CVE-2018-15750
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CVE.report and Source URL Uptime Status status.cve.report

690583 Free Berkeley Software Distribution (FreeBSD) Security Update for salt (4f7c6af3-6a2c-4ead-8453-04e509688d45)

750688 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2021:2105-1)

750705 OpenSUSE Security Update for salt (openSUSE-SU-2021:0899-1)

750760 OpenSUSE Security Update for salt (openSUSE-SU-2021:2106-1)

http://cve.report/qid/690583
http://cve.report/qid/750688
http://cve.report/qid/750705
http://cve.report/qid/750760
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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