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Summary

CVE CVE-2018-15780

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-03 21:29:00 UTC

Updated 2019-10-09 23:35:00 UTC

Description RSA Archer versions prior to 6.5.0.1 contain an improper access control vulnerability. A remote malicious user could potentially exploit this vulnerability to bypass authorization checks and gain read access to restricted user information.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rsa Archer Grc Platform All All All All

Application Rsa Archer Grc Platform All All All All

References

Reference Source Link Tags

Full Disclosure: DSA-2018-224:RSA Archer GRC Platform Improper Access Control Vulnerability FULLDISC seclists.org Mailing List, Third Party Advisory

EMC RSA Archer GRC Platform CVE-2018-15780 Access Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: RSA would like to thank Sam Sayen for reporting this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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