
CVE-2018-15833
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2018-15833

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-26 17:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description In Vanilla before 2.6.1, the polling functionality allows Insecure Direct Object Reference (IDOR) via the Poll ID, leading to the ability of a single user to select multiple Poll Options (e.g., vote for multiple items).

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vanillaforums Vanilla Forums All All All All

Application Vanillaforums Vanilla Forums All All All All

References

Reference

Sahil Tikoo na Twitterze: "Got CVE assigned for an Improper access Control vulnerability in polling functionality of Vanilla forums(a cloud based message board) 

Sahil Tikoo na Twitterze: "In Vanilla before 2.6.1, the polling functionality allows Insecure Direct Object Reference (IDOR) via the Poll ID, leading to the ability of a single user to select multiple Poll Options (e.g., vote for 

HackerOne

Critical security update: Vanilla 2.6.1 is here — Vanilla Forums

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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