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Summary

CVE CVE-2018-15877

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-26 07:29:00 UTC

Updated 2023-02-02 01:03:00 UTC

Description The Plainview Activity Monitor plugin before 20180826 for WordPress is vulnerable to OS command injection via shell metacharacters in the ip parameter of a wp-admin/admin.php?page=plainview_activity_monitor&tab=activity_tools request.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Plainview Activity Monitor Project Plainview Activity Monitor All All All All

Application Plainview Activity Monitor Project Plainview Activity Monitor All All All All

References

Reference Source Link

WordPress Plugin Plainview Activity Monitor 20161228 - (Authenticated) Command Injection - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com

WordPress Plainview Activity Monitor 20161228 Remote Command Execution ≈ Packet Storm MISC packetstormsecurity.com

Page not found · GitHub · GitHub MISC github.com

WordPress Plainview Activity Monitor 20161228 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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