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Summary

CVE CVE-2018-15881

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-29 03:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered in Joomla! before 3.8.12. Inadequate checks regarding disabled fields can lead to an ACL violation.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Joomla Joomla! All All All All

Application Joomla Joomla! All All All All

Application Joomla Joomla! All All All All

References

Reference Source Link Tags

[20180803] - Core - ACL Violation in custom fields CONFIRM developer.joomla.org Vendor Advisory

Joomla! Multiple Bugs Let Remote Users Bypass Access Controls - SecurityTracker SECTRACK www.securitytracker.com Third Party Advisory

Joomla! CVE-2018-15881 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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