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Summary

CVE CVE-2018-16098

State PUBLIC

Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-24 22:29:00 UTC

Updated 2019-05-08 22:11:00 UTC

Description In some Lenovo ThinkPads, an unquoted search path vulnerability was found in various versions of the Synaptics Pointing Device driver which could allow unauthorized code execution as a low privilege user.

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lenovo Synaptics Thinkpad Ultranav Driver 16.2.19.23 All All All

Application Lenovo Synaptics Thinkpad Ultranav Driver 18.0.7.119 All All All

Application Lenovo Synaptics Thinkpad Ultranav Driver 18.1.27.42 All All All

Application Lenovo Synaptics Thinkpad Ultranav Driver 19.0.17.140 All All All

Application Lenovo Synaptics Thinkpad Ultranav Driver 19.3.4.219 All All All

Application Lenovo Synaptics Thinkpad Ultranav Driver 19.5.19.33 All All All
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Application Lenovo Synaptics Thinkpad Ultranav Driver 19.0.17.140 All All All

Application Lenovo Synaptics Thinkpad Ultranav Driver 19.3.4.219 All All All

Application Lenovo Synaptics Thinkpad Ultranav Driver 19.5.19.33 All All All

Hardware Lenovo Thiankpad L430 - All All All

Hardware Lenovo Thiankpad L430 - All All All

Operating System Lenovo Thiankpad L430 Firmware - All All All

Operating System Lenovo Thiankpad L430 Firmware - All All All

Hardware Lenovo Thiankpad L530 - All All All
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