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CVE CVE-2018-16190
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-02-13 18:29:00 UTC
Updated 2019-02-21 17:34:00 UTC

Description Untrusted search path vulnerability in UNARJ32.DLL for Win32, LHMelting for Win32, and LMLzh32.DLL (UNARJ32.DLL fc
i

/ |

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Micco Lhmelting All All All All

Application Micco Lmizh32.dll All All All All

Application Micco Unarj32.dll All All All All

Application Micco Unlha32.dll All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Reference Source Lin
JVN#52168232: UNLHA32.DLL, UNARJ32.DLL, LHMelting and LMLzh32.DLL may insecurely load Dynamic Link Libraries JVN jvn.
UNLHA32.DLLIC& 1T 21 EEDODLLFGHAHICEET B AE55MH MISC mic
UNARJ32.DLLICE [F 2 EEDDLLFZHAHICEET 2 AE551E MISC mic
LMLzh32.DLLIC& 1T B2 EEDDLLEGEHAHICE T D AE55HE MISC mic
LHMeltiZ& [T 2 EEDDLLF A H+ TR T 2 AE551E MISC mic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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