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Summary

CVE CVE-2018-16207

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-27 14:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description PowerAct Pro Master Agent for Windows Version 5.13 and earlier allows authenticated attackers to bypass access restriction to alter or edit unauthorized files via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Omron Poweract Pro Master Agent All All All All

References

Reference

無停電電源装置（UPS）用自動シャットダウンソフト「PowerAct Pro」アップグレードのお知らせ ｜インフォメーション｜OMRON 無停電電源装置（UPS）

JVN#63981842: PowerAct Pro Master Agent for Windows fails to restrict acess permissions

PowerAct Pro Master Agent Windows版 ダウンロード｜ダウンロード｜OMRON 無停電電源装置（UPS）

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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