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Summary

CVE CVE-2018-16363

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-07 22:29:00 UTC

Updated 2018-11-06 20:28:00 UTC

Description The mndpsingh287 File Manager plugin V2.9 for WordPress has XSS via the lang parameter in a wp-admin/admin.php?page=wp_file_manager request because set_transient is used in file_folder_manager.php and there is an echo of lang in lib\wpfilemanager.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webdesi9 File Manager 2.9 All All All

Application Webdesi9 File Manager 2.9 All All All

References

Reference Source Link Tags

Changeset 1936043 – WordPress Plugin Repository MISC plugins.trac.wordpress.org Patch, Third Party Advisory

File Manager < 3.0 - Authenticated Reflected Cross-Site Scripting (XSS) MISC wpvulndb.com Patch, Third Party Advisory

Security concern | WordPress.org CONFIRM wordpress.org Third Party Advisory

CVE-2018-16363 - WordPress Plugin File Manager 2.9-ly55521-51CTO博客 MISC blog.51cto.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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