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Summary

CVE CVE-2018-16384

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-03 02:29:00 UTC

Updated 2023-01-30 21:15:00 UTC

Description A SQL injection bypass (aka PL1 bypass) exists in OWASP ModSecurity Core Rule Set (owasp-modsecurity-crs) through v3.1.0-rc3 via {`a`b} where a is a special function name (such as "if") and b is the SQL statement to be executed.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Owasp Owasp Modsecurity Core Rule Set 3.1.0 rc1 All All

Application Owasp Owasp Modsecurity Core Rule Set 3.1.0 rc3 All All

Application Owasp Owasp Modsecurity Core Rule Set All All All All

Application Owasp Owasp Modsecurity Core Rule Set All All All All

Application Trustwave Owasp Modsecurity Core Rule Set 3.1.0 rc1 All All

Application Trustwave Owasp Modsecurity Core Rule Set 3.1.0 rc3 All All

Application Trustwave Owasp Modsecurity Core Rule Set 3.1.0 rc1 All All

Application Trustwave Owasp Modsecurity Core Rule Set 3.1.0 rc3 All All

Application Trustwave Owasp Modsecurity Core Rule Set All All All All

References

Reference Source Link

Bypass the latest crs v3.1.0-rc3 rules for SQL injection · Issue #1167 · SpiderLabs/owasp-modsecurity-crs · GitHub MISC github.com

[SECURITY] [DLA 3293-1] modsecurity-crs security update MLIST lists.debian.org
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NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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