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Summary

CVE CVE-2018-16407

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-03 19:29:00 UTC

Updated 2018-10-30 19:44:00 UTC

Description An issue was discovered in Mayan EDMS before 3.0.3. The Tags app has XSS because tag label values are mishandled.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mayan-edms Mayan Edms All All All All

Application Mayan-edms Mayan Edms All All All All

References

Reference Source

HISTORY.rst · master · Mayan EDMS / Mayan EDMS · GitLab MISC

Persistent Cross Site Scripting (#496) · Issues · Mayan EDMS / Mayan EDMS · GitLab MISC

Add explicit casting of escaped tag labels to prevent exploit of cross site... (076468a9) · Commits · Mayan EDMS / Mayan EDMS · GitLab MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981292 Python (pip) Security Update for mayan-edms (GHSA-5h6m-9mvx-m6c5)
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