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Summary

CVE CVE-2018-16417

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-30 17:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Aruba Instant 4.x prior to 6.4.4.8-4.2.4.12, 6.5.x prior to 6.5.4.11, 8.3.x prior to 8.3.0.6, and 8.4.x prior to 8.4.0.1 allows Command injection.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Arubanetworks Instant All All All All

Operating System Arubanetworks Instant All All All All

Hardware Siemens W1750d - All All All

Hardware Siemens W1750d - All All All

Operating System Siemens W1750d Firmware All All All All

Operating System Siemens W1750d Firmware All All All All

References

Reference

CVE-2018-16417 CVE-2018-7064 CVE-2018-7084 CVE-2018-7083 CVE-2018-7082 Siemens SCALANCE W1750D ICSA-19-134-07 Multiple Security Vulnerabilities-漏洞情报、漏洞详情、安全漏洞、CVE - 安全客，安全资讯平台

www.arubanetworks.com/assets/alert/ARUBA-PSA-2019-001.txt

cert-portal.siemens.com/productcert/pdf/ssa-549547.pdf

Malformed Request

Siemens SCALANCE W1750D | CISA

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2018-16417/mitre
https://cve.report/CVE-2018-16417/nist
https://cve.report/CVE-2018-16417/cve_org
https://cve.report/api/cve/CVE-2018-16417.json
https://cve.report/CVE-2018-16417.pdf
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/instant
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/instant
http://cve.report/vendor/siemens
http://cve.report/software/siemens/w1750d
http://cve.report/vendor/siemens
http://cve.report/software/siemens/w1750d
http://cve.report/vendor/siemens
http://cve.report/software/siemens/w1750d_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/w1750d_firmware
https://www.anquanke.com/vul/id/1652568
https://www.arubanetworks.com/assets/alert/ARUBA-PSA-2019-001.txt
https://cert-portal.siemens.com/productcert/pdf/ssa-549547.pdf
http://www.securityfocus.com/bid/108374
https://www.us-cert.gov/ics/advisories/ICSA-19-134-07
https://www.cve.org/CVERecord?id=CVE-2018-16417
https://nvd.nist.gov/vuln/detail/CVE-2018-16417


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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