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CVE CVE-2018-16429
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-04 00:29:00 UTC
Updated 2023-11-07 02:53:00 UTC
Description GNOME GLib 2.56.1 has an out-of-bounds read vulnerability in g_markup_parse_context_parse() in gmarkup.c, related to

/

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Application Gnome Glib 2.56.1 All All All
Application Gnome Glib 2.56.1 All All All
Reference

[SECURITY] [DLA 1866-1] glib2.0 security update
Out of Bound Read in g_markup_parse_context_parse() (#1361) - Issues - GNOME / GLib - GitLab
[bookkeeper-issues] 20210628 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
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[bookkeeper-issues] 20210629 [GitHub] [bookkeeper] padma81 opened a new issue #2746: Security Vulnerabilities in CentOS 7 image, Upgr:
USN-3767-2: GLib vulnerabilities | Ubuntu security notices

USN-3767-1: GLib vulnerabilities | Ubuntu security notices

gmarkup: Fix unvalidated UTF-8 read in markup parsing error paths (cec71705) - Commits - GNOME / GLib - GitLab

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

354922 Amazon Linux Security Advisory for glib2 : ALAS-2023-1742
355084 Amazon Linux Security Advisory for glib2 : ALAS2-2023-2049
355104 Amazon Linux Security Advisory for glib2 : ALAS-2023-1749

355379 Amazon Linux Security Advisory for glib2 : AL2012-2023-408

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://lists.apache.org/thread.html/rf4c02775860db415b4955778a131c2795223f61cb8c6a450893651e4@%253Cissues.bookkeeper.apache.org%253E
https://lists.apache.org/thread.html/r58af02e294bd07f487e2c64ffc0a29b837db5600e33b6e698b9d696b%2540%253Cissues.bookkeeper.apache.org%253E
https://usn.ubuntu.com/3767-2/
https://usn.ubuntu.com/3767-1/
https://gitlab.gnome.org/GNOME/glib/commit/cec71705406f0b2790422f0c1aa0ff3b4b464b1b
https://www.cve.org/CVERecord?id=CVE-2018-16429
https://nvd.nist.gov/vuln/detail/CVE-2018-16429
http://cve.report/qid/354922
http://cve.report/qid/355084
http://cve.report/qid/355104
http://cve.report/qid/355379
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-16429
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


