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CVE CVE-2018-16452

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-03 16:15:00 UTC

Updated 2023-11-07 02:53:00 UTC

Description The SMB parser in tcpdump before 4.9.3 has stack exhaustion in smbutil.c:smb_fdata() via recursion.

Risk And Classification

Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Tcpdump Tcpdump All All All All
Application Tcpdump Tcpdump All All All All
Reference

[security-announce] openSUSE-SU-2019:2344-1: important: Security update

Debian -- Security Information -- DSA-4547-1 tcpdump

[SECURITY] Fedora 29 Update: tcpdump-4.9.3-1.fc29 - package-announce - Fedora Mailing-Lists

Full Disclosure: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra
[SECURITY] Fedora 29 Update: tcpdump-4.9.3-1.fc29 - package-announce - Fedora Mailing-Lists

USN-4252-1: tcpdump vulnerabilities | Ubuntu security notices

October 2019 Tcpdump Vulnerabilities in NetApp Products | NetApp Product Security

[SECURITY] Fedora 31 Update: tcpdump-4.9.3-1.fc31 - package-announce - Fedora Mailing-Lists

tcpdump/CHANGES at tcpdump-4.9 - the-tcpdump-group/tcpdump - GitHub

USN-4252-2: tcpdump vulnerabilities | Ubuntu security notices

About the security content of macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra - Apple Supj

[SECURITY] [DLA 1955-1] tcpdump security update
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https://cve.report/CVE-2018-16452/nist
https://cve.report/CVE-2018-16452/cve_org
https://cve.report/CVE-2018-16452.pdf
http://cve.report/vendor/tcpdump
http://cve.report/software/tcpdump/tcpdump
http://cve.report/vendor/tcpdump
http://cve.report/software/tcpdump/tcpdump
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00050.html
https://www.debian.org/security/2019/dsa-4547
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/R2UDPOSGVJQIYC33SQBXMDXHH4QDSDMU/
http://seclists.org/fulldisclosure/2019/Dec/26
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/R2UDPOSGVJQIYC33SQBXMDXHH4QDSDMU/
https://usn.ubuntu.com/4252-1/
https://security.netapp.com/advisory/ntap-20200120-0001/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/62XY42U6HY3H2APR5EHNWCZ7SAQNMMJN/
https://github.com/the-tcpdump-group/tcpdump/blob/tcpdump-4.9/CHANGES
https://usn.ubuntu.com/4252-2/
https://support.apple.com/kb/HT210788
https://lists.debian.org/debian-lts-announce/2019/10/msg00015.html

[OEUUNIT T] FEUUId OU UPUALE. LUPUUTTIP=4.9.0- 1160V - PdURayE-dillUUNIGE = FEUUd IVIdInNIY-LISts
[security-announce] openSUSE-SU-2019:2348-1: important: Security update

[SECURITY] Fedora 30 Update: tcpdump-4.9.3-1.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: tcpdump-4.9.3-1.fc31 - package-announce - Fedora Mailing-Lists

Bugtraq: [SECURITY] [DSA 4547-1] tcpdump security update

(for 4.9.3) CVE-2018-16452/SMB: prevent stack exhaustion - the-tcpdump-group/tcpdump@24182d9 - GitHub

Bugtragq: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376142 F5 BIG-IP Local Traffic Manager (LTM), Application Security Manager (ASM), Access Policy Manager (APM) Multiple
Vulnerabilities (K44551633)

500686 Alpine Linux Security Update for tcpdump
504455 Alpine Linux Security Update for tcpdump
940081 AlmaLinux Security Update for tcpdump (ALSA-2020:4760)

960865 Rocky Linux Security Update for tcpdump (RLSA-2020:4760)
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