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CVE CVE-2018-16487
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-01 18:29:00 UTC
Updated 2020-09-18 16:38:00 UTC
Description A prototype pollution vulnerability was found in lodash <4.17.11 where the functions merge, mergeWith, and defaultsDeep ¢
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lodash Lodash All All All All

Application Lodash Lodash All All All All

Reference Source Link Tags
HackerOne MISC hackerone.com Exploit, Issue Tr:

September 2019 Lodash Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com  Third Party Advis
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy:

-l

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376743 Lodash Prototype Pollution Vulnerability

983147 Nodejs (npm) Security Update for lodash (GHSA-4xc9-xhrj-v574)
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