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Summary

CVE CVE-2018-16548

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-05 21:29:00 UTC

Updated 2020-06-28 15:15:00 UTC

Description An issue was discovered in ZZIPlib through 0.13.69. There is a memory leak triggered in the function __zzip_parse_root_directory in zip.c, which will lead to a denial of service attack.

Risk And Classification

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zziplib Project Zziplib All All All All

References

Reference

[SECURITY] [DLA 2258-1] zziplib security update

[security-announce] openSUSE-SU-2019:2394-1: moderate: Security update f

There are memory leaks in zziplib <=v0.13.69 which is trigged in __zzip_parse_root_directory(in zzip/zip.c:427) · Issue #58 · gdraheim/zziplib · GitHub

Red Hat Customer Portal

[security-announce] openSUSE-SU-2019:2396-1: moderate: Security update f

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377253 Alibaba Cloud Linux Security Update for zziplib (ALINUX2-SA-2019:0052)

501342 Alpine Linux Security Update for zziplib
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https://lists.debian.org/debian-lts-announce/2020/06/msg00029.html
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00066.html
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501342 Alpine Linux Security Update for zziplib

900890 Common Base Linux Mariner (CBL-Mariner) Security Update for zziplib (7457)

901241 Common Base Linux Mariner (CBL-Mariner) Security Update for zziplib (7013)

905406 Common Base Linux Mariner (CBL-Mariner) Security Update for zziplib (7457-1)

905412 Common Base Linux Mariner (CBL-Mariner) Security Update for zziplib (7013-1)
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