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CVE CVE-2018-16593

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-19 19:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The Photo Sharing Plus component on Sony Bravia TV through 8.587 devices allows Shell Metacharacter Injection.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Sony Kd-43xe7000 - All All All
Hardware Sony Kd-43xe7000 - All All All
Hardware Sony Kd-43xe7002 - All All All
Hardware Sony Kd-43xe7002 - All All All
Hardware Sony Kd-43xe7003 - All All All
Hardware Sony Kd-43xe7003 - All All All
Hardware Sony Kd-43xe7004 - All All All
Hardware Sony Kd-43xe7004 - All All All
Hardware Sony Kd-43xe7005 - All All All
Hardware Sony Kd-43xe7005 - All All All
Hardware Sony Kd-43xe7073 - All All All
Hardware Sony Kd-43xe7073 - All All All
Hardware Sony Kd-43xe7077 - All All All
Hardware Sony Kd-43xe7077 - All All All
Hardware Sony Kd-43xe7093 - All All All
Hardware Sony Kd-43xe7093 - All All All
Hardware Sony Kd-43xe7096 - All All All
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Reference Source Link Tags

Software update enhancing the security of the Photo Share app for certain Bravia TVs | Sony UK MISC www.sony.co.uk Patch, Ve

Fortinet Discovers Sony SmartTV Vulnerabilities | FortiGuard MISC fortiguard.com Third Part

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical,
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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