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Summary

CVE CVE-2018-16596

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-17 19:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description A stack-based buffer overflow in the LAN UPnP service running on UDP port 1900 of Swisscom Internet-Box (2, Standard, and Plus) prior to v09.04.00 and Internet-Box light prior to v08.05.02 allows remote code execution. No authentication is required to exploit this vulnerability. Sending a simple UDP packet to port 1900 allows an attacker to execute code on a remote device. However, this is only possible if the attacker is inside the LAN. Because of ASLR, the success rate is not 100% and leads instead to a DoS of the UPnP service. The remaining functionality of the Internet Box is not affected. A reboot of the Internet Box is necessary to attempt the exploit again.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Swisscom Internet-box 2 - All All All

Hardware Swisscom Internet-box 2 - All All All

Operating System Swisscom Internet-box 2 Firmware All All All All

Hardware Swisscom Internet-box Light - All All All

Hardware Swisscom Internet-box Light - All All All

Operating System Swisscom Internet-box Light Firmware All All All All

Operating System Swisscom Internet-box Light Firmware All All All All

Hardware Swisscom Internet-box Plus - All All All

Hardware Swisscom Internet-box Plus - All All All

Operating System Swisscom Internet-box Plus Firmware All All All All

Operating System Swisscom Internet-box Plus Firmware All All All All

Hardware Swisscom Internet-box Standard - All All All

Hardware Swisscom Internet-box Standard - All All All

Operating System Swisscom Internet-box Standard Firmware All All All All

Operating System Swisscom Internet-box Standard Firmware All All All All
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Reference Source Link Tags

www.swisscom.ch/content/dam/swisscom/de/about/nachhaltigkeit/digitale-schweiz... CONFIRM www.swisscom.ch Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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