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Summary

CVE CVE-2018-16618

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-19 18:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description VTech Storio Max before 56.D3JM6 allows remote command execution via shell metacharacters in an Android activity name. It exposes the storeintenttranslate.x service on port 1668 listening for requests on localhost. Requests submitted to this service are checked for a string of random characters followed by the name of an Android activity to start. Activities are started by inserting their name into a string that is executed in a shell command. By inserting metacharacters this can be exploited to run arbitrary commands as root. The requests also match those of the HTTP protocol and can be triggered on any web page rendered on the device by requesting resources stored at an http://127.0.0.1:1668/ URI, as demonstrated by the http://127.0.0.1:1668/dacdb70556479813fab2d92896596eef?';{ping,example.org}' URL.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Vtech 80-183803 - All All All

Hardware Vtech 80-183803 - All All All

Hardware Vtech 80-183804 - All All All

Hardware Vtech 80-183804 - All All All

Hardware Vtech 80-183805 - All All All

Hardware Vtech 80-183805 - All All All

Hardware Vtech 80-183807 - All All All

Hardware Vtech 80-183807 - All All All

Hardware Vtech 80-183822 - All All All

Hardware Vtech 80-183822 - All All All

Hardware Vtech 80-183823 - All All All

Hardware Vtech 80-183823 - All All All

Hardware Vtech 80-183824 - All All All

Hardware Vtech 80-183824 - All All All

Hardware Vtech 80-1838xx - All All All

Hardware Vtech 80-1838xx - All All All

Operating System Vtech Storio Max Firmware All All All All
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Operating System Vtech Storio Max Firmware All All All All

Operating System Vtech Storio Max Firmware All All All All

References

Reference Source Link Tags

VTech | Product Support MISC www.vtech.com Vendor Advisory

VTech Tablet Criticial Remote Code Execution Vulnerability I SureCloud MISC www.surecloud.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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