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Summary

CVE CVE-2018-16705

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-10 17:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description FURUNO FELCOM 250 and 500 devices allow unauthenticated access to the xml/permission.xml file containing all of the system's usernames and passwords. This includes the Admin and Service user accounts and their unsalted MD5 hashes, as well as the SMS server password in cleartext.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Furuno Felcom 250 - All All All

Hardware Furuno Felcom 250 - All All All

Operating System Furuno Felcom 250 Firmware - All All All

Operating System Furuno Felcom 250 Firmware - All All All

Hardware Furuno Felcom 500 - All All All

Hardware Furuno Felcom 500 - All All All

Operating System Furuno Felcom 500 Firmware - All All All

Operating System Furuno Felcom 500 Firmware - All All All

References

Reference

CVE-2018-16705 - The Furuno Felcom250 and Felcom500 devices allowed unauthenticated access to an XML file containing all of the system's usernames and passwords. · GitHub

CyberSKR - Cyber Security Consultancy

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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