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Summary

CVE CVE-2018-16752

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-20 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description LINK-NET LW-N605R devices with firmware 12.20.2.1486 allow Remote Code Execution via shell metacharacters in the HOST field of the ping feature at adm/systools.asp. Authentication is needed but the default password of admin for the admin account may be used in some cases.

Risk And Classification

Problem Types: CWE-78 | CWE-1188

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Linknet-usa Lw-n605r - All All All

Hardware Linknet-usa Lw-n605r - All All All

Operating System Linknet-usa Lw-n605r Firmware 12.20.2.1486 All All All

Operating System Linknet-usa Lw-n605r Firmware 12.20.2.1486 All All All

References

Reference Source Link Tags

LW-N605R Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

LW-N605R 12.20.2.1486 - Remote Code Execution - Hardware webapps Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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