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Summary

CVE CVE-2018-16803

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-10 18:29:00 UTC

Updated 2020-01-16 23:15:00 UTC

Description In CIMTechniques CIMScan 6.x through 6.2, the SOAP WSDL parser allows attackers to execute SQL code.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cimtechniques Cimscan All All All All

References

Reference

DC3 VDP na Twitterze: "Proof that we have the best researchers in the world: Joel Aviad Ossi @websecnl with @Hacker0x01 prevented the loss of an entire DoD website by disclosing a critical SOAP WSDL Parser SQL Code Execution vulnerability (CVE-2018-16803). Bravo sir, and thank you! #OneTeamOneFight"

WebSec - Cyber and Information Security

Joel Aviad Ossi on LinkedIn: DC3 VDP on Twitter

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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