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CVE CVE-2018-16857
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2018-11-28 14:29:00 UTC
Updated 2019-10-09 23:36:00 UTC
Description Samba from version 4.9.0 and before version 4.9.3 that have AD DC configurations watching for bad passwords (to restrict

1|

Problem Types: CWE-358

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Samba Samba All All All All
Application Samba Samba All All All All

References

Reference Source
Samba Security Bypass and Denial of Service Vulnerabilities BID
Samba - Security Announcement Archive CONFIRM

1649278 — (CVE-2018-16857) CVE-2018-16857 samba: Bad password count in AD DC not always effective =~ CONFIRM

November 2018 Samba Vulnerabilities in NetApp StorageGRID Products | NetApp Product Security CONFIRM
Samba: Multiple vulnerabilities (GLSA 202003-52) — Gentoo security GENTOO
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
www.securityfocu:
www.samba.org
bugzilla.redhat.co
security.netapp.cc
security.gentoo.or
www.cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2018-16857/mitre
https://cve.report/CVE-2018-16857/nist
https://cve.report/CVE-2018-16857/cve_org
https://cve.report/api/cve/CVE-2018-16857.json
https://cve.report/CVE-2018-16857.pdf
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://www.securityfocus.com/bid/106024
https://www.samba.org/samba/security/CVE-2018-16857.html
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2018-16857
https://security.netapp.com/advisory/ntap-20181127-0001/
https://security.gentoo.org/glsa/202003-52
https://www.cve.org/CVERecord?id=CVE-2018-16857
https://nvd.nist.gov/vuln/detail/CVE-2018-16857
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